
 

 

Information in accordance with Article 13 and Article 14 GDPR 

Privacy notice on the processing of personal data when using our website 

ECOMAL Europe GmbH (hereinafter: ECOMAL) processes personal data when you use our 
website. Personal data is any data that can be linked to you personally, e.g. your name, address, 
e-mail addresses and user behaviour. 

By way of this document, we aim to fulfil our information obligations under Article 13 and Article 
14 GDPR.  

1. Controller 

ECOMAL Europe GmbH  
Wilhelm-Schauenberg-Str.7 
D-79199 Kirchzarten 
E-Mail: info@ecomal.com 
Tel.: +49 (0) 7661 395-0 
Website: www.ecomal.com 

2. Data Protection Officer 

ECOMAL has appointed the following person as its Data Protection Officer:  

Dirk Farkas-Richling 
E-mail: datenschutz@ecomal.com 

3. Purpose and legal basis of data processing  

We process your personal data largely for the following purposes:  

Processing activity Processing purpose 

Website visit 
(server log files) 

We process the personal data that your browser transmits to the server of the 
company that hosts our website. This refers to access data contained in so-called 
server log files, which are technically necessary to display our website to you and 
to ensure its stability and security. The following data must, therefore, be 
processed.  

- IP address 
- Date and time of the request 
- Time zone difference from Greenwich Mean Time (GMT) 
- Content of the request (page visited) 
- Access status/HTTP status code 
- Respective amount of data transferred 
- Previously visited page 
- Browser 
- Operating system 
- Language and version of the browser software  

Website visit                  
(cookies) 

Cookies are files that your browser creates automatically and which are stored on your 

device (laptop, tablet, smartphone and the like) when you visit our website. 

Information is stored in the cookie that relates to the specific device being used. 

Cookies serve various purposes. Many cookies are technically necessary for the website 

to function correctly. In addition, we use cookies that are not strictly necessary. These 

Tel.:+49(0)7661395-0
mailto:datenschutz@ecomal.com


 

Version 1 / 01.06.2026 

 

enable us to optimise the user-friendliness of our website and analyse its usage 

anonymously. 

Essential cookies: 

- cookie_optin: this cookie is used to store your cookie settings for this website. 

- PHPSESSID: used by TYPO3 CMS. A session is registered for a PHP process 

using a cookie. 

- Lang: used by us to store the selected language. 

- ecomal-HR4YOU_ESEARCHER: used to identify the user in HR4YOU. 

Marketing/Analytics cookies: 

- OGPC: set by YouTube and/or Google as soon as a video is embedded on a 

page and/or played. For further information regarding the type, use and 

purpose of cookies, please click on the following link: 

http://www.google.com/intl/de/policies/privacy/ 

- _fbp: used by Meta (Facebook) to display a range of advertising products, 

such as real-time bids from third party advertisers. 

- Tr: used by Meta (Facebook) to display a range of advertising products, such 

as real-time bids from third party advertisers. 

When you visit our website, and at any time thereafter, you can choose whether you 

wish to allow the use of individual or all additional features in general. You can make 

changes in your browser settings or via our Consent Manager. 

 

Getting in touch 

When you contact us by e-mail or via a contact form, we shall store the details you 

provide (your e-mail address and, where applicable, your name and telephone number) 

so that we can answer your enquiries. 

Online application 

You can apply to us using the online application form on our website. If you submit an 

application to us, we shall process the data you have provided in it for the purpose of 

deciding whether to enter into an employment relationship.  

The legal basis for processing your personal data may be set out in 

• Your consent (Article 6 (1 a) GDPR), 
• Necessity to fulfil or execute a contract, including pre-contractual measures (Article 6 (1 

b) GDPR) and 
• Processing data to safeguard legitimate interests (Article 6 (1 f) GDPR). 

The legal basis for data processing when you visit our website (cookies) and when you contact 
us is Article 6 (1 a) GDPR, i.e. your voluntary consent. YouTube videos are also embedded on the 
basis of your consent in accordance with Article 6 (1) Letter a) GDPR, which was requested, for 
example, when you consented to the storage of cookies. 

The legal basis for data processing when you visit our website (log files) is Article 6 (1) Sentence 
1 Letter f) GDPR. Our legitimate interest is set out in the purposes of data collection listed 
above. Under no circumstances do we use the collected data for the purpose of drawing 
conclusions about your person.  

The legal basis for the online application is Article 6 (1) Letter b) GDPR. Your personal data shall 
be disclosed within our company exclusively to those persons responsible for processing your 
application. 

4. Safeguarding the controller’s legitimate interests 

https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.google.com%2Fintl%2Fde%2Fpolicies%2Fprivacy%2F&data=05%7C02%7CDirk.Farkas-Richling%40ecomal.com%7Cb517c71477bf4f57a46208ddae5d0864%7C4b43ada6808443e685dd8309fadf4835%7C1%7C0%7C638858436774058585%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4phLw7yslGDUftvDpEI11qYQP5z2r7j4VzMv8RbcEDw%3D&reserved=0
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Where the processing of personal data is carried out on the basis of Article 6 (1) Letter f) GDPR, 
ECOMAL’s legitimate interest arises from the fact that the data subject has voluntarily chosen to 
visit ECOMAL’s website and that ECOMAL wishes to ensure that, for example, the ECOMAL 
website is displayed in the correct screen size and in the language selected by the user in their 
settings. 

5. Categories of processed personal data 

The following categories of your personal data are largely processed or may be processed:  

• General details (name etc.) 

• Personnel data (employment references etc.) 

• User data (e-mail address, IP address etc.)  

6. Transfer of your personal data / transfer to a third country  

For the purposes set out above, your personal data will largely be, or may be, transferred to the 
following recipients:  

• ECOMAL departments (for enquiries and job applications)  

• ECOMAL Works Council (for job applications) 

• External software service providers (e.g. HR4You AG) 

We carefully select external software service providers; they are bound by our instructions and 
are regularly monitored. These external software service providers include, in particular: 

6.1. HEDGEHOG (Hosting of the ECOMAL website) 

Our website is hosted by the external service provider HEDGEHOG. The personal data collected 
on the website (server log files, see 3.) is stored on the hosting provider’s servers. The hosting 
provider shall only process your personal data in accordance with our instructions. We have 
entered into a data processing agreement with our service provider. 

6.2. sgalinski (Consent Manager) 

On our website, we use the consent technology provided by sgalinski Cookie Opt-In (Stefan 
Galinski Internetdienstleistungen, Bahnhofstraße Gernrode 52, D-37339 Gernrode, Germany; 
hereinafter “sgalinski”) to obtain your consent to the storage of certain cookies in your browser 
or to the use of certain technologies, and to document this in accordance with data protection 
regulations. When you visit our website, a sgalinski cookie is stored in your browser, which 
records the consent you have given or any withdrawal of such consent. Such data shall not be 
passed on to the provider of sgalinski. The data collected shall be stored until you ask us to 
erase it, or until you erase the sgalinski cookie yourself, or until the purpose for which the data 
was stored no longer applies. This does not affect mandatory statutory storage periods. For 
details on sgalinski’s data processing practices, please visit 
https://www.sgalinski.de/datenschutz/?disableOptIn=1 

The sgalinski cookie consent technology is used to obtain the legally required consent for the 
use of cookies. The legal basis for this is Article 6 (1) Letter c) GDPR. 

https://atpscan.global.hornetsecurity.com/?d=SxHKTE5gRp5BAeOFlfUHVJFmQKAocxZNYVz-S9PLZf8&f=cGpcwCYsntQsp_VXhivcnyAVEVgm_UUgq2kfcmVFYkMqkfjtXICMxAf6JzzTPtMv&i=&k=RMkA&m=0vfvvLVV5sOIiwtojFdfDIVYozRfjAf5tliu-mzc7bb3vE9J0E6UOOVc1dGXX8LQcHekqSHyxPLDfXr7zhdRznKayIZqmBNmFmaV2y3pf2vnlsLHrxW4lM0_s1ImBoV7&n=fgcrWBK0BxaJGvZw4qbSTKRTLJ3UFPPiLnvFBoq-rHBBpRuesFbDIIUjVf8nbZ2Yj28D3dsV3ziVpn-MxRF4bCi4vNcJo5ZM97xBvhVhf7JRADM_v_caN7h8f4No_JE8&r=T6nWACOnv8NNVqa04OjJtZZxnrews-acTWdY1ZazxopEFDoeSosRyk_g7YOBcmxE&s=acc1917da9e91db617708a22eb8b4f8a3ef19e1feea7012dc793c6fc82b28002&u=https%3A%2F%2Fwww.sgalinski.de%2Fdatenschutz%2F%3FdisableOptIn%3D1
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6.3. Google (Integration of Google Fonts) 

On this website, we use the “Google Fonts” service provided by Google Inc. This enables us to 
display various fonts directly on the website.  

When you visit the website, Google receives information that you have accessed the relevant 
sub-page of our website. In addition, the data specified in Section 2 of this statement shall be 
transferred. This applies irrespective of whether or not Google provides a user account through 
which you are logged in, or you do not have a user account. If you are signed in to Google, your 
data shall be linked directly to your account. If you do not wish to have your profile linked to 
Google via the button, you must log out before clicking the   button. Google stores your data in 
the form of usage profiles and uses it for the purposes of advertising, market research and/or 
tailoring its website to users’ needs. Such analysis is performed, in particular (even for users 
who are not logged in), to provide targeted advertising and inform other users of the social 
network about your activities on our website. You have the right to object to the creation of these 
user profiles; to exercise this right, you must contact Google.  

The collected information is stored on Google’s servers, including those in the USA. Google 
participates in the EU-US Data Privacy Framework, which came into force on 10 July 2023, and 
has thereby formally committed itself to the US Department of Commerce to comply with the 
principles of the EU-US Data Privacy Framework. Google’s EU-US Data Privacy Framework 
registration can be found at https://www.dataprivacyframework.gov/list can be viewed here. In 
accordance with the European Commission’s adequacy decision of 10 July 2023, the EU-US 
Data Privacy Framework guarantees an adequate level of data protection, i.e. one that is 
substantively equivalent to that of the EU. In addition, we have agreed so-called Standard 
Contractual Clauses with Google, the purpose of which is to ensure an adequate level of data 
protection in the third country. 

Further information about the purpose and scope of data collection and its processing by the 
plug-in provider, Google, can be found in the privacy policy. You can also find further information 
there about your rights and the settings that are available to protect your privacy: 
https://www.google.de/intl/de/policies/privacy.  

Data processing in conjunction with Google Fonts is conducted based on your consent in 
accordance with Article  6 (1) Letter a) GDPR, which was requested, for example, when you 
consented to the storage of cookies. You may withdraw your consent at any time. 

6.4. OpenStreetMap  (Integration of map services) 

We use the OpenStreetMap mapping service on this website. This enables us to display 
interactive maps directly on the website and allows you to use the map function with ease. 

When you visit the website, OpenStreetMap receives information indicating that you have 
accessed the relevant sub-page of our website. In addition, the data specified in Section 2 of 
this statement, as well as data relating to your interaction with the card, shall be transmitted.  

The map data is accessed using the so-called Library “Leaflet.” This is a small collection of tools 
that enables us to use OpenStreetMap. All the necessary Leaflet “Services” are hosted locally on 
our own server. This means that no data is loaded from a third party provider, and no data 
whatsoever is passed on to third parties. Instead, the map data is streamed in real time via a 
wrapper function. No cookies are set, in particular, when OpenStreetMap is used in this form.  

file://///kiz.de.internal/Organisation/Compliance%20&%20Data%20Protection/02%20Data%20Protection/The%20information%20collected%20is%20stored%20on%20Google’s%20servers,%20including%20those%20in%20the%20USA.%20Google%20participates%20in%20the%20EU-US%20Data%20Privacy%20Framework,%20which%20came%20into%20force%20on%2010%20July%202023,%20and%20has%20thereby%20formally%20committed%20itself%20to%20the%20US%20Department%20of%20Commerce%20to%20comply%20with%20the%20principles%20of%20the%20EU-US%20Data%20Privacy%20Framework.%20Google’s%20EU-US%20Data%20Privacy%20Framework%20registration%20can%20be%20found%20at
file://///kiz.de.internal/Organisation/Compliance%20&%20Data%20Protection/02%20Data%20Protection/The%20information%20collected%20is%20stored%20on%20Google’s%20servers,%20including%20those%20in%20the%20USA.%20Google%20participates%20in%20the%20EU-US%20Data%20Privacy%20Framework,%20which%20came%20into%20force%20on%2010%20July%202023,%20and%20has%20thereby%20formally%20committed%20itself%20to%20the%20US%20Department%20of%20Commerce%20to%20comply%20with%20the%20principles%20of%20the%20EU-US%20Data%20Privacy%20Framework.%20Google’s%20EU-US%20Data%20Privacy%20Framework%20registration%20can%20be%20found%20at
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Further information about the purpose and scope of data collection and its processing by the 
plug-in provider, the OpenStreetMap Foundation (OSMF), can be found in the privacy policy. 
There you can also find further information about your rights and settings to protect your 
privacy:  
https://wiki.osmfoundation.org/wiki/Privacy_Policy 

Data is processed in conjunction with OpenStreetMap based on your consent in accordance 
with Article 6 (1) Letter a) GDPR, which was sought, for example, when you consented to the 
storage of cookies. You may withdraw your consent at any time. 

6.5. YouTube (embedding YouTube videos) 

We have embedded YouTube videos in our online content; these are stored 
at  http://www.YouTube.com and can be played directly from our website. These are all 
integrated in “Enhanced privacy mode,” i.e.   no data is transferred to YouTube about you as a 
user if you do not play the videos. The data listed below shall only be transmitted once you start 
playing the videos. We have no control over such data transfer.  

When you visit the website, YouTube receives information that you have accessed the relevant 
sub-page of our website. In addition, the data referred to in sub-section 3 of this statement shall 
be transferred. This happens regardless of whether or not YouTube provides a user account 
through which you are logged in, or if no user account exists. If you are signed in to Google, your 
data shall be linked directly to your account. If you do not wish to link this to your YouTube 
profile, you must log out before clicking the button. YouTube stores your data as usage profiles 
and uses them for the purposes of advertising, market research and/or tailoring its website to 
your needs. Such analysis is performed, in particular (even for users who are not logged in), to 
provide targeted advertising and inform other users of the social network about your activities on 
our website. You have the right to object to the creation of these user profiles, and to exercise 
this right you must contact YouTube.  

The collected information is stored on Google’s servers, including those in the USA. Google 
participates in the EU-US Data Privacy Framework, which came into force on 10 July 2023, and 
has thereby formally committed itself to the US Department of Commerce to comply with the 
principles of the EU-US Data Privacy Framework. Google’s EU-US Data Privacy Framework 
registration can be viewed at https://www.dataprivacyframework.gov/list. In accordance with 
the European Commission’s adequacy decision of 10 July 2023, the EU-US Data Privacy 
Framework guarantees an adequate level of data protection, i.e. one that is substantively 
equivalent to that of the EU. In addition, we have agreed so-called Standard Contractual 
Clauses with Google, the purpose of which is to ensure an adequate level of data protection in 
the third country. 

Further information about the purpose and scope of data collection and its processing by 
YouTube can be found in the privacy policy. You can also find further information there about 
your rights and the settings that are available to protect your privacy: 
https://www.google.de/intl/de/policies/privacy.  

6.6. Facebook (Pixel and conversion tracking)  

Our website uses advertising services provided by Facebook Inc. (“Facebook”). By integrating 
the so-called “Facebook Pixel” into our website, we are able to display our advertising 
measures (“Facebook Ads”) to users of our website and the Facebook social network, and 

https://atpscan.global.hornetsecurity.com/?d=T0tZbvZgiPiS7hA6UYdvtGYZWSPFDxzqEYC_PtsTUdo&f=B65E5LnRzUxVL5VKx7C00xvgrMnzi8OA4Bo-EstHkZtWDIureqKSS04Ql_AbqmCV&i=&k=8lO4&m=kEhBW6KmgwoC5E8B23zxovNGcsQvLhhsrm2hiWVAVL0hYpz8cJryzUN-4Il5O9rtQIuQGrsp8qxt7LXa8NB5KYt9tgim8N_5DR1iNLtTJ_e58Xk3VHqc6iERG-8cIwSY&n=dmQcIHv_BTZUrDT-OdkM_3KFKk5C2_MJEIWqVam7z0-Ve7vmxdVkJFHOlq9hlnnp9AZH-SKuODJu9gtvfvInr_F4ColpE8F-f9J_RuGoshgkyoosxp4oRAuHVdaR6yww&r=zdsuE3WXpUYJLhFH8FINxpjdE9PEAjqkYePrIShofMbkokYrn8ciykzmNKjuFcCv&s=64ab6a7b367ee7e0f5d9afe17c1e088ca863888f68a07a34a6d2e369d1f2fb4f&u=https%3A%2F%2Fwww.dataprivacyframework.gov%2Flist
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.google.de%2Fintl%2Fde%2Fpolicies%2Fprivacy&data=05%7C02%7Cdirk.farkas-richling%40ecomal.com%7C6d6e4ff4dd5645d1dee208dd9c56b435%7C4b43ada6808443e685dd8309fadf4835%7C1%7C1%7C638838619853025352%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=Km5rsT98m63sjpIxnac546sOxf3yfSYlemKKXH6qEOY%3D&reserved=0
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measure and evaluate their effectiveness (“Conversion tracking”). This link between Facebook 
and our website is technically facilitated by the “Facebook Pixel.” The legal basis for the 
processing of your data is Article 6 (1), Sentence 1, Letter a) GDPR, i.e. your data shall only be 
processed with your consent.  

Due to the marketing tools used, your browser automatically establishes a direct connection to 
Facebook’s server when you visit our website. We have no control over the scope and further use 
of the data collected by Facebook through the use of this tool and, therefore, outline the 
processes known to us as follows: By way of the integration of the Facebook Pixel, Facebook 
receives information that you have visited the relevant page on our website or clicked on an 
advert from us. If you are registered with a Facebook service,  Facebook may associate your visit 
with your account. Even if you are not registered on Facebook  or have not logged in, there is a 
possibility that the provider may obtain your IP address and other identifying details and use 
them to build a profile.  

“The collected information is stored on servers belonging to Meta (formerly Facebook), including 
in the US.” Meta is a participant in the EU-US Data Privacy Framework, which came into force on 
10 July 2023, and has thereby formally committed itself to the US Department of Commerce to 
comply with the principles of the EU-US Data Privacy Framework. Meta’s EU-US Data Privacy 
Framework registration can be found at https://www.dataprivacyframework.gov/s/participant-
search/participant-detail?id=a2zt0000000GnywAAC&status=Active can be viewed here. In 
accordance with the European Commission’s adequacy decision of 10 July 2023, the EU-US 
Data Privacy Framework guarantees an adequate level of data protection, i.e. one that is 
substantively equivalent to that of the EU. In addition, we have agreed so-called Standard 
Contractual Clauses with Meta, the purpose of which is to ensure an adequate level of data 
protection in the third country. 

You may withdraw your consent at any time, without this affecting the lawfulness of the 
processing conducted prior to the withdrawal. The easiest way to withdraw your consent is via 
our Consent Manager or by clicking [here]. In addition, (logged-in users only) can opt out using 
the provider’s function via the following link: www.facebook.com/settings/?tab=ads#_. 

Further information about data processing by Facebook is available from Facebook Inc., 1601 S 
California Ave, Palo Alto, California 94304, USA; Privacy Policy: 
www.facebook.com/about/privacy.” 

Further information about data processing by Facebook is available from Facebook Inc., 1601 S 
California Ave, Palo Alto, California 94304, USA; Privacy 
Policy: www.facebook.com/about/privacy.  

6.7. Matomo (web analytics) 

On this website, we use the web analytics service Matomo to analyse and monitor the use of 
our website. The statistics we collect enable us to improve our service and make it more 
appealing to you as a user.  

We run Matomo using a version that does not require cookies. Therefore, no Matomo cookies are 
stored on your computer for the purpose of web analytics. To analyse website usage, your IP 
address and information such as timestamps, the web pages you have visited and your language 
settings are collected. We store the information collected in this way on our server.  

file://///kiz.de.internal/
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https://atpscan.global.hornetsecurity.com/?d=oXwSb3QjKc6wZFnHDdwXHytPUI-eM4iYVWHHRvsKb-o&f=EDWWPItCO7vGAiaTzScOBMiudo03GOCDJzgWlTM8SCDIOKRWaLyb-y5N3XGgVjct&i=&k=onm8&m=hGgVcdLPeWd_jhng2zu9PRGCPByN-Mld8NvjkwOU7p-hJIx60fE2BPT_VwGeZR-Z_2z5rLiDjBTknfoTCuPgw9YiKk568nunyAWMM66ApOsXVKmOWrkrxh0gNbNkjUuX&n=aiCRWiVO97NEZ69goHCc7pKOQZCF5fM0QVZ8bkj-Twt47MHdTGxWLuHyH6DX7lLruiyv3bCONdBhaQHthU8DspPHAHqYQtZYb_mvTeY5mopArd4iZZ_A7tAygky-12Uz&r=BgDYlXQZAmmhwyK2kyRWZk2JwytJk7VitbrMUfM6VS7DUfZWwPTLuK2gDAF2ndB8&s=745eefcfc3f61db671c1099308a1ff543b28c95848e291aa64288c44e4c61c3d&u=https%3A%2F%2Fwww.dataprivacyframework.gov%2Fs%2Fparticipant-search%2Fparticipant-detail%3Fid%3Da2zt0000000GnywAAC%26amp%3Bstatus%3DActive
https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.facebook.com%2Fsettings%2F%3Ftab%3Dads%23_&data=05%7C02%7Cdirk.farkas-richling%40ecomal.com%7C6d6e4ff4dd5645d1dee208dd9c56b435%7C4b43ada6808443e685dd8309fadf4835%7C1%7C1%7C638838619852985700%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=vpI6gbBOfMcJ10v%2FxIs6dUTGVLVjIEVGZiGO3SxMsUY%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.facebook.com%2Fabout%2Fprivacy&data=05%7C02%7Cdirk.farkas-richling%40ecomal.com%7C6d6e4ff4dd5645d1dee208dd9c56b435%7C4b43ada6808443e685dd8309fadf4835%7C1%7C1%7C638838619852998667%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C60000%7C%7C%7C&sdata=V1xLs22HdckGRsS2gQ%2FZSLnQNJSz1t6YQyCRA%2FHAefg%3D&reserved=0
http://www.facebook.com/about/privacy
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This website uses Matomo with the “AnonymizeIP” extension. As a result, IP addresses are 
truncated during processing, thereby ruling out any direct association with specific 
individuals. The IP address transmitted from your browser via Matomo is not combined with any 
other data we collect. The legal basis for the use of Matomo is Article 6 (1), Sentence 1, Letter f) 
GDPR. 

You can prevent Matomo from being used by unchecking the following box to activate the 
opt-out plug-in: https://www.ecomal.com/matomo-opt-out/. In this case, an opt-out cookie 
shall be stored in your browser, which prevents Matomo from storing usage data. If you erase 
your cookies, this will result in the Matomo opt-out cookie also being erased. The opt-out 
must be reactivated the next time you visit our site. This means that you will need to opt out 
again the next time you visit our website. 

The Matomo programme is an open-source project. You can find the third party provider’s 
information on data protection at https://matomo.org/privacy-policy/. 

6.8. HR4YOU (online application) 

To ensure a smooth application process (display of job vacancies, application portal, receipt, 
processing and management of application documents), we use tools provided by HR4YOU AG, 
Ulbarger Straße 52, D-26629 Großefehn / Timmel, Germany, on our website. In that respect, we 
process the data you provide during the application process (such as your name, address, date 
of birth, CV, contact details, application photo and cover letter – depending on the specific 
application and the requirements of the relevant job advertisement), as well as the data 
necessary for the online application portal to function (including the correct display of website 
content) (such as your IP address). HR4YOU acts as our data processor within the meaning of 
Article 4 No. 8 GDPR; i.e. it processes personal data on our behalf, meaning that we remain the 
data controller within the meaning of GDPR for the data processing. Accordingly, we have 
entered into a data processing agreement (DPA) with HR4YOU to ensure an adequate level of 
data protection. Your data shall only be processed for the purposes set out above. 

The legal basis for processing your data is Article 6 (1), Sentence 1, Letter a) GDPR, i.e. your 
consent; Article 6 (1), Letter b) GDPR; and our legitimate interest in an organised recruitment 
process in accordance with Article 6 (1), Sentence, Letter f) GDPR. 

If we are unable to offer you a position, if you withdraw your application, if you decline our job 
offer, or if you request that we erase your data, your application documents shall be stored at 
most for 6 months after the application process ends. 

Once the storage period has expired, the data shall be erased unless a statutory storage 
obligation applies or any other legal basis for further storage. This does not affect any other 
statutory storage obligations. Provided that you have granted your consent in accordance with 
Article 6 (1) Letter a) GDPR to the continued storage of your application data to be informed of 
suitable job vacancies in future, we shall store your data until you withdraw your consent.  

Consent may be withdrawn at any time. 

6.9. Famigo (location marketing tool) 

On this website, we use the services of Famigo GmbH (In der Spöck 10, D-77656 Offenburg) to 
showcase the advantages of our location and provide up-to-date information about 
infrastructure, leisure activities and relevant business opportunities. We have integrated a 

https://www.ecomal.com/matomo-opt-out/
https://matomo.org/privacy-policy/
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location marketing tool (“locationexplorer.de”) from Famigo into our website via iFrames, which 
enables the display and provision of graphics and content from Famigo on our website. For 
these purposes, Famigo collects the following data: browser type, browser version, referrer URL, 
used operating system, time and date of the server request and hostname of the accessing 
computer. 

The collected data collected is stored for 90 days. It is not used for any other purposes. The 
database and the cloud solution are hosted in data centres in Germany. A data processing 
agreement has been entered into with Famigo. The legal basis for using Famigo’s location 
marketing tool is our legitimate interest, within the meaning of Article 6 (1) Letter f) GDPR, in 
presenting the advantages of our location in an appealing and up-to-date manner on our 
website. 

6.10. LinkedIn, Xing, Facebook, Instagram (redirection to social media platforms) 

We have various websites on so-called social media platforms. At the bottom of the page, 
there are four clickable social media icons that link to ECOMAL’s corporate websites on 
these social media channels: 

- https://www.xing.com/pages/ecomaleuropegmbh 

- https://www.linkedin.com/company/ecomal-europe 

- https://www.facebook.com/ecomalhr/ 

- https://www.instagram.com/ecomal_europe/ 

The links are merely passive links – and, therefore, not so-called social media plug-ins. By 
simply placing these passive links, therefore, no personal data is collected by the operators 
of the social media platforms or transferred to them.  

Data can only be processed in this manner when the data subject clicks on the link, and is, 
therefore, redirected to the corresponding external page, i.e. the respective social media 
profile.  

We have no control over the content or data processing on these websites. Please refer to 
the privacy policy on the relevant website for information on the purpose and scope of data 
collection, as well as the further processing and use of the data and your rights in this regard 
and the options available to you for protecting your privacy.  

We host our services on the following platforms: 

LinkedIn 

LinkedIn Ireland Unlimited Company 
Wilton Place, 
Dublin 2, Ireland 
About us/imprint 
LinkedIn Privacy Policy 
 

Xing 

New Work SE 
Am Strandkai 1 

https://www.xing.com/pages/ecomaleuropegmbh
https://www.linkedin.com/company/ecomal-europe
https://www.facebook.com/ecomalhr/
https://www.instagram.com/ecomal_europe/
https://de.linkedin.com/legal/impressum
https://de.linkedin.com/legal/privacy-policy?
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D-20457 Hamburg 
Germany 
XING 
Data protection at XING 
 

Facebook 

Meta Platforms Ireland Limited 
ATTN: Privacy Operations 
Merrion Road 
Dublin 4 
D04 X2K5, Ireland 
https://www.meta.com/de-
de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-
dQEYnp5QhluGRvmByU 
https://www.facebook.com/privacy/policy?section_id=18-LegalBasisInformationConsent 

 

Instagram 

Meta Platforms Ireland Limited 
ATTN: Privacy Operations 
Merrion Road 
Dublin 4 
D04 X2K5, Ireland 
https://www.meta.com/de-
de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-
dQEYnp5QhluGRvmByU 
https://privacycenter.instagram.com/policy/?entry_point=ig_help_center_data_policy_redir
ect 

We make use of the providers’ technical platform and services for these information 
services. Please note that you use our social media platforms and their features at your own 
risk. This applies, in particular, to the use of interactive features (e.g. commenting, sharing, 
rating). When you visit our social media pages, the social media platform providers collect, 
among other things, your IP address and other information stored on your device in the form 
of cookies. This information is used to provide us, as the account operators, with statistical 
data on interactions with us. 

The data processed in this context relating to you is processed by the platforms and may, in 
some cases, be transferred to countries outside the European Union, in particular the USA. 
The information collected is stored on the providers’ servers, including those outside 
Europe. In such cases, the provider has opted to comply with the EU-U. S. Privacy 
Framework. If the provider is not certified, we have agreed on so-called standard data 
protection clauses, the purpose of which is to ensure an adequate level of data protection in 
the third country. We are not aware of how social media platforms use the data generated by 
your visits to our account and your interactions with our posts for their own purposes, how 
long such data is stored or whether or not it is passed on to third parties. Data processing 
may vary depending on whether or not you are registered with and logged in to the social 
network, or whether or not you are visiting the site as an unregistered and/or logged-out user. 

https://www.xing.com/legalnotice
https://privacy.xing.com/de/datenschutzerklaerung
https://www.meta.com/de-de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-dQEYnp5QhluGRvmByU
https://www.meta.com/de-de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-dQEYnp5QhluGRvmByU
https://www.meta.com/de-de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-dQEYnp5QhluGRvmByU
https://www.facebook.com/privacy/policy?section_id=18-LegalBasisInformationConsent
https://www.meta.com/de-de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-dQEYnp5QhluGRvmByU
https://www.meta.com/de-de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-dQEYnp5QhluGRvmByU
https://www.meta.com/de-de/help/quest/785361266758520/?srsltid=AfmBOopjQlXRpWfS854oWIldODcLQj2Pfwoon-dQEYnp5QhluGRvmByU
https://privacycenter.instagram.com/policy/?entry_point=ig_help_center_data_policy_redirect
https://privacycenter.instagram.com/policy/?entry_point=ig_help_center_data_policy_redirect
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When you access a post or your account, the IP address assigned to your device is 
transmitted to the social media platform provider. If you are currently logged in as a user, a 
cookie on your device can be used to track your browsing activity on the website. Buttons 
embedded in websites enable the platforms to track your visits to these websites and link 
them to your respective profile. Such data can be used to tailor content or advertising to your 
interests. If you wish to prevent this, you should log out or disable the “Stay logged in” 
function, erase the cookies stored on your device and restart your browser. 

Furthermore, as the provider of this information service, we only process data relating to 
your use of our service that you make available to us and which requires interaction. For 
example, if you ask a question that we can only answer by e-mail, we shall store your 
information in accordance with our general data processing principles, as set out in this 
privacy policy.  The legal basis for processing your data on the social media platform is 
Article 6 (1) Sentence 1 Letter f GDPR. 

To exercise your rights as a data subject, you may contact either us or the provider of the 
social media platform. If a party is not responsible for responding to your enquiry or needs to 
obtain the information from the other party, we or the provider shall forward your enquiry to 
the relevant partner. If you have any questions regarding profiling or the processing of your 
data when using the website, please contact the operator of the social media platform 
directly. If you have any questions regarding the processing of your interactions with us on 
our website, please contact us using the contact details provided above. 

The providers describe in their privacy policies (see the link in the table above) what 
information the social media platform receives and how it is used. There you will also find 
information about how to get in touch and on advertising options. You can also find further 
information on social media and how to protect your data at www.youngdata.de. 

7. Storage period  

We process and store your personal data for as long as is necessary for the purposes set out 
above (see 3.).  

• Website visit 

Server log files are stored for a period of 7 days and are then automatically erased. 

The ECOMAL website uses the following types of cookies: 

– Session cookies are automatically erased when you close your browser or log 
out. They contain what is known as a session ID, which allows various requests 
from your browser to be linked to the same session. 

–  Temporary cookies are automatically erased after a specified period, which 
varies depending on the cookie. 

Examples of temporary cookies include, for example,  
 
- cookie_optin: this cookie is used to store your cookie settings for this website. The 

data storage period is 1 year. 

https://beck-online.beck.de/?typ=reference&y=100&g=EWG_DSGVO&a=6
https://beck-online.beck.de/?typ=reference&y=100&g=EWG_DSGVO&a=6&x=1


 

Version 1 / 01.06.2026 

 

- _fbp: this cookie is used by Meta (Facebook) to display a range of advertising 
products, such as real-time bids from third party advertisers. The storage period is 3 
months. 

- OGPC; 1 day; set by YouTube and/or Google as soon as a video is embedded on a page 
and/or played. For further information about the type, use and purpose of cookies, 
please click on the following link: http://www.google.com/intl/de/policies/privacy/ 

You can view the cookies that have been set and their expiry dates at any time in your 
browser settings, and erase the cookies manually. 
 

• Getting in touch 

We shall erase the data  you have made available in this context (your e-mail address, and, 
where applicable, your name and telephone number), once storage is no longer necessary, 
or we shall restrict the processing where statutory storage obligations apply.  

• Online application 

If we are unable to offer you a position, if you withdraw your application, if you decline our 
job offer, or if you request that we erase your data, your application documents shall be 
stored at most for 6 months after the application process ends. 

Once the storage period has expired, the data shall be erased, provided no statutory storage 
obligation applies or any other legal basis for its continued storage. 

If you have granted your consent in accordance with Article 6 (1) Letter a) GDPR to the 
continued storage of your applicant data to be informed of suitable job vacancies in future, 
we shall store your data until such consent is withdrawn. You may withdraw your consent at 
any time.  

8. Your rights  

8.1. Rights as part of data processing 

You have a right of access, right to rectification, right to erasure, right to restriction of processing, 
right to data portability and right to object, insofar as such cases are justified and applicable 
(Articles 15 – 21 GDPR). 

8.2. Right to lodge a complaint with a supervisory authority 

Furthermore, you have the right to lodge a complaint with a supervisory authority (Article 77 
GDPR).  

The supervisory authority responsible for us is the 

State Commissioner for Data Protection and Freedom of Information, Baden-Württemberg 
Lautenschlagerstraße 20 
D-70173 Stuttgart 
E-mail: poststelle@lfdi.bwl.de 
Tel.: +49 (0) 711 615 5410 
 
 

https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.google.com%2Fintl%2Fde%2Fpolicies%2Fprivacy%2F&data=05%7C02%7CDirk.Farkas-Richling%40ecomal.com%7Cb517c71477bf4f57a46208ddae5d0864%7C4b43ada6808443e685dd8309fadf4835%7C1%7C0%7C638858436774058585%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=4phLw7yslGDUftvDpEI11qYQP5z2r7j4VzMv8RbcEDw%3D&reserved=0
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8.3. Right to withdraw your consent 

You may withdraw your consent to the processing of personal data at any time by contacting the 
data controller (see 1.). Please note that the withdrawal shall only have an effect for the future.  

For further information about your personal data or to exercise any of your rights under GDPR, 
please contact the Data Protection Officer.  

8.4. Information about your right to object under Article 21 GDPR  

You have the right, on grounds relating to your particular situation, to object at any time to the 
processing of personal data concerning you which is performed based on Article 6 (1 e) GDPR 
(Data processing in the public interest) and Article 6 (1 f) GDPR (Data processing based on 
weighing interests). This also applies to profiling within the meaning of Article 4 No. 4 GDPR 
based on this provision.  
If you lodge an objection, we shall no longer process your personal data, unless we can 
demonstrate compelling legitimate grounds for the processing which override your rights, 
interests and freedoms, or where the processing is necessary for the establishment, exercise 
or defence of legal claims.  
The objection is not subject to a particular form. It should be addressed to the Data Protection 
Officer.  

  


